
Please note that by law this meeting can be filmed, audio-
recorded, photographed or reported electronically by the use 
of social media by anyone attending.  This does not apply to 
any part of the meeting that is held in private session.

Please ask for:
Gurdip Paddan

22 August 2018

Dear Councillor

You are requested to attend a meeting of the WELWYN HATFIELD BOROUGH COUNCIL 
STANDARDS COMMITTEE to be held on Monday 3 September 2018 at 7.30 pm in the 
Council Chamber, Council Offices, The Campus, Welwyn Garden City, Herts, AL8 6AE.

Yours faithfully

Corporate Director
Public Protection, Planning and Governance

A G E N D A
PART 1

1.  APOLOGIES 

2.  DECLARATIONS OF INTERESTS BY MEMBERS 

To note declarations of Members’ disclosable pecuniary interests, non-disclosable 
pecuniary interests and non-pecuniary interests in respect of items on this Agenda.

3.  MINUTES 

To confirm as a correct record the Minutes of the meeting on 19 June 2018 
(Circulated separately.

4.  NOTIFICATION OF URGENT BUSINESS TO BE CONSIDERED UNDER ITEM 9 

Public Document Pack



5.  DRAFT STANDARDS COMMITTEE WORK PROGRAMME 2018/19 (Pages 5 - 8)

Report of the Corporate Director (Public Protection, Planning and Governance) on 
the work programme for 2018/19 municipal year.

6.  LOCAL GOVERNMENT & SOCIAL CARE OMBUDSMAN - ANNUAL REVIEW 
LETTER (Pages 9 - 42)

Report of the Corporate Director (Public Protection, Planning and Governance), 
which details the number of complaints and enquiries received about the Council 
and the decisions that the Local Government Ombudsman made during the period.

7.  SURVEILLANCE UPDATE 2018 (Pages 43 - 58)

Report of Corporate Director (Public Protection, Planning and Governance), which 
provides Members with an update on the Council’s policy and use of surveillance 
powers. Members are asked to note the use of surveillance powers and to agree 
the revised policy in appendix A.

8.  ANTI-BRIBERY POLICY (Pages 59 - 68)

Report of the Corporate Director (Public Protection, Planning and Governance) on 
the Anti-Fraud and Anti-Corruption policy that sets out the procedures that ensure 
that the Council is not involved in fraud and corruption. The need for an 
independent stand-alone policy specifically dealing with bribery has been 
identified. The purpose of this report is to enable the Committee to comment on 
and approve a proposed Anti-Bribery policy (Appendix A). 

9.  SUCH OTHER BUSINESS AS, IN THE OPINION OF THE CHAIR, IS OF 
SUFFICIENT URGENCY TO WARRANT IMMEDIATE CONSIDERATION 

10.  EXCLUSION OF PRESS AND PUBLIC 

The Committee is asked to resolve:

That under Section 100(A) (2) and (4) of the Local Government Act 1972, the 
press and public be now excluded from the meeting for item 11 (if any) on the 
grounds that it involves the likely disclosure of confidential or exempt information 
as defined in Section 100A (3) and Part I of Schedule 12A of the said Act as 
amended.

In resolving to exclude the public in respect of the exempt information, it is 
considered that the public interest in maintaining the exemption outweighs the 
public interest in disclosing the information.



PART II

11.  ANY OTHER BUSINESS OF AN EXEMPT NATURE AT THE DISCRETION OF 
THE CHAIR 

Circulation: Councillors M.Perkins (Chairman)
T.Kingsbury (Vice-Chairman)
T.Jackson-Mynott

S.Markiewicz
S.Roberts

Co-opted Member - Representative of the
Welwyn Hatfield Association of Local Councils
Parish Councillor B.Morris

Corporate Management Team
Press and Public (except Part II Items)

If you require any further information about this Agenda please contact Gurdip 
Paddan, Governance Services on 01707 357349 or email – 
democracy@welhat.gov.uk
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Part I
Main author: Ian Colyer
Executive Member: Cllr Mandy Perkins
All Wards

WELWYN HATFIELD BOROUGH COUNCIL

STANDARDS COMMITTEE – 3RD SEPTEMBER 2018

REPORT OF THE CORPORATE DIRECTOR (PUBLIC PROTECTION, PLANNING 
AND GOVERNANCE)

DRAFT STANDARDS COMMITTEE WORK PROGRAMME 2018/19

1 Executive Summary

1.1 At its meeting of 19th June 2018, the Committee agreed that a work programme 
for the 2018/19 municipal year should be prepared. 

2 Recommendation(s)

2.1 Members are asked to consider the draft programme, suggest any changes and 
then approve the work programme. 

3 Explanation

3.1 The Standards Committee responsibilities consist of the following functions:

 Promoting high standards of conduct by Members including dealing with 
complaints.

 Maintaining the Members Code of Conduct including monitoring its 
effectiveness and training.

 Maintaining oversight of the Council’s arrangements for dealing with 
complaints.

 Reviewing Council use of the Regulation of Investigatory Powers Act.

 Considering the Annual Governance Statement.

 Reviewing the contents of policies/codes/protocols relating to standards of 
conduct.

3.2 The Committee has never agreed a formal work programme but all of the items 
listed above have been considered by the Committee through the municipal year. 
It is proposed that a more structured work programme is put in place which 
allows the statutory items to be considered by the Committee whilst allowing for 
other items to be considered as required.
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4 Proposed Work Programme

4.1 The Standards Committee meets four times in the municipal year in June, 
September, December and February or March.

4.2 To cover all the items required in the 2018/19 municipal years it is proposed that 
the following work programme is adopted.

 June 2018 – Local Code of Governance, Annual Governance Statement 
(AGS)

 September 2018 – Work Programme, Regulation of Investigatory Powers 
Act (RIPA) policy update, Bribery policy, Ombudsman Complaints

 December 2018 – Anti-Fraud & Anti-Corruption Policy

 February 2019 – Review of publication scheme, RIPA Policy update

4.3 The June 2018 meeting has already considered the AGS and this should be 
scheduled in each years June meeting to meet the statutory deadline. The work 
programme should also be agreed at this meeting.

4.4 The Ombudsman Annual Review letter is received by the Council in July each 
year so it would make sense for this to be considered in a September meeting. 

4.5 Reports on the Council’s use of its powers under RIPA should be considered 
every six months so the September and February /March meeting would seem 
appropriate.

4.6 Policy reviews and the discussion of proposed new policies would be slotted in 
as appropriate.

5 Legal Implication(s)

5.1 There is a statutory requirement for the AGS and the Ombudsman’s Annual 
Review letter to be considered by a relevant committee of the Council. This has 
been currently been delegated by the Council to this committee. 

5.2 Whilst there is no statutory requirement to report the Council’s use of RIPA, it is 
appropriate for this to be discussed by Members as evidence for when the 
Council is inspected by the Office of the Surveillance Commissioner.

6 Financial Implication(s)

6.1 There are none.

7 Risk Management Implication(s)

7.1 There is a statutory requirement to consider some items as discussed above and 
failure to do so would leave the Council open to challenge that its governance 

Page 6



Classification: Unrestricted

Classification: Unrestricted
- 3 -

arrangements were not adequate. Consideration of revisions to key policies and 
the approval of new policies are vital to ensure that the Council is operating 
within the correct legal framework. Failure to have policies that are up to date 
would leave the Council open to legal challenge. 

8 Security & Terrorism Implication(s)

8.1 There are none.

9 Procurement Implication(s)

9.1 There are none.

10 Climate Change Implication(s)

11.1 There are none.

12 Links to Corporate Priorities

12.1 This report is linked to all the Council’s corporate priorities.

13 Equality and Diversity

13.1 An Equality Impact Assessment has not been carried out.

Name of author Ian Colyer
Title Principal Governance Officer
Date 6th August 2018
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Part I
Main author: Ian Colyer
Executive Member: Cllr Mandy Perkins
All Wards

WELWYN HATFIELD BOROUGH COUNCIL

STANDARDS COMMITTEE – 3RD SEPTEMBER 2018

REPORT OF THE CORPORATE DIRECTOR (PUBLIC PROTECTION, PLANNING 
AND GOVERNANCE)

LOCAL GOVERNMENT & SOCIAL CARE OMBUDSMAN – ANNUAL REVIEW 
LETTER

1 Executive Summary

1.1 The Local Government and Social Care Ombudsman (LGO) prepares an annual 
summary of statistics on the complaints made to the LGO about Welwyn Hatfield 
Borough Council.

1.2 The report is for the financial year ended 31st March 2018.

1.3 There is a statutory duty for the Council to report to Members on adverse 
outcomes of complaints formally investigated by the LGO. 

2 Recommendation(s)

2.1 Members are asked to note the number of complaints and enquiries received, the 
decisions made and the outcome of the detailed investigations.

3 Explanation

3.1 The LGO prepares an annual report which details the number of complaints and 
enquiries received about the Council and the decisions that the LGO made 
during the period. (Appendix A)

3.2 The report shows a breakdown of the upheld complaints and shows how these 
were remedied. (Appendices B & C). This includes cases where 
recommendations from the LGO remedied the fault and those where the Council 
had offered satisfactory remedy during the local complaints process.

3.3 The data included in the report is published on the website of the LGO.

3.4 There were 31 complaints and enquiries received by the LGO during the year. 33 
final decisions were made and these included some decisions from the previous 
year.

3.5 Of the 6 complaints that were subject to a detailed investigation, 3 were upheld. 
Full details of these decisions are attached at Appendix D.
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4 Legal Implication(s)

4.1 There is a statutory requirement for Members to be informed of adverse 
outcomes of complaints formally investigated by the LGO.

4.2 Full Council has delegated to the Standards Committee the responsibility for 
maintaining oversight of the Council’s arrangements for dealing with complaints. 

5 Financial Implication(s)

5.1 Where complaints are made against the Council and upheld by the LGO, the 
Council could be liable to reimburse the complainant for fees paid or to make 
restitution for any loss incurred by the complainant.

6 Risk Management Implication(s)

6.1 The reputation of the Council could be put at risk should it not implement 
remedies recommended by the LGO.

7 Security & Terrorism Implication(s)

7.1 There are none.

8 Procurement Implication(s)

8.1 There are none.

9 Climate Change Implication(s)

9.1 There are none.

10 Links to Corporate Priorities

11.1 The subject of this report is linked to the Council’s Corporate Priority to engage 
with our communities and provide value for money, and specifically to the 
achievement of ensuring fair and open access for our diverse community and 
effectively communication what we do and is linked to the statutory duty under 
Section 5(2) of the Local Government and Housing Act 1989.

12 Equality and Diversity

12.1 An Equalities Impact Assessment (EIA) has not been carried out in connection 
with the recommendations in this report.  

Name of author Ian Colyer
Title Principal Governance Officer
Date 3rd August 2018
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18 July 2018  
 
By email 
 
Rob Bridge 
Chief Executive 
Welwyn Hatfield Borough Council 
 
 
Dear Rob Bridge,  
 
Annual Review letter 2018 
 
I write to you with our annual summary of statistics on the complaints made to the Local 
Government and Social Care Ombudsman (LGSCO) about your authority for the year ended 
31 March 2018. The enclosed tables present the number of complaints and enquiries 
received about your authority and the decisions we made during the period. I hope this 
information will prove helpful in assessing your authority’s performance in handling 
complaints.  
 
Complaint statistics 
In providing these statistics, I would stress that the volume of complaints does not, in itself, 
indicate the quality of the council’s performance. High volumes of complaints can be a sign 
of an open, learning organisation, as well as sometimes being an early warning of wider 
problems. Low complaint volumes can be a worrying sign that an organisation is not alive to 
user feedback, rather than always being an indicator that all is well. So, I would encourage 
you to use these figures as the start of a conversation, rather than an absolute measure of 
corporate health. One of the most significant statistics attached is the number of upheld 
complaints. This shows how frequently we find fault with the council when we investigate.  
Equally importantly, we also give a figure for the number of cases where we decided your 
authority had offered a satisfactory remedy during the local complaints process. Both figures 
provide important insights. 
 
I want to emphasise the statistics in this letter reflect the data we hold, and may not 
necessarily align with the data your authority holds. For example, our numbers include 
enquiries from people we signpost back to the authority, some of whom may never contact 
you.  
 
In line with usual practice, we are publishing our annual data for all authorities on our 
website, alongside an annual review of local government complaints. The aim of this is to be 
transparent and provide information that aids the scrutiny of local services. 
 
Future development of annual review letters  
Last year, we highlighted our plans to move away from a simplistic focus on complaint 
volumes and instead turn focus onto the lessons that can be learned and the wider 
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improvements we can achieve through our recommendations to improve services for the 
many. We have produced a new corporate strategy for 2018-21 which commits us to more 
comprehensibly publish information about the outcomes of our investigations and the 
occasions our recommendations result in improvements to local services. 
 
We will be providing this broader range of data for the first time in next year's letters, as well as 
creating an interactive map of local authority performance on our website. We believe this 
will lead to improved transparency of our work, as well as providing increased recognition to 
the improvements councils have agreed to make following our interventions. We will 
therefore be seeking views from councils on the future format of our annual letters early next 
year.  
 
Supporting local scrutiny 
One of the purposes of our annual letters to councils is to help ensure learning from 
complaints informs scrutiny at the local level. Sharing the learning from our investigations 
and supporting the democratic scrutiny of public services continues to be one of our key 
priorities. We have created a dedicated section of our website which contains a host of 
information to help scrutiny committees and councillors to hold their authority to account – 
complaints data, decision statements, public interest reports, focus reports and scrutiny 
questions. This can be found at www.lgo.org.uk/scrutiny. I would be grateful if you could 
encourage your elected members and scrutiny committees to make use of these resources.  
 
Learning from complaints to improve services  
We share the issues we see in our investigations to help councils learn from the issues 
others have experienced and avoid making the same mistakes. We do this through the 
reports and other resources we publish. Over the last year, we have seen examples of 
councils adopting a positive attitude towards complaints and working constructively with us 
to remedy injustices and take on board the learning from our cases. In one great example, a 
county council has seized the opportunity to entirely redesign how its occupational therapists 
work with all of it districts, to improve partnership working and increase transparency for the 
public. This originated from a single complaint. This is the sort of culture we all benefit from – 
one that takes the learning from complaints and uses it to improve services. 
 
Complaint handling training 
We have a well-established and successful training programme supporting local authorities 
and independent care providers to help improve local complaint handling. In 2017-18 we 
delivered 58 courses, training more than 800 people. We also set up a network of council 
link officers to promote and share best practice in complaint handling, and hosted a series of 

seminars for that group. To find out more visit www.lgo.org.uk/training. 
 
We were pleased to deliver a complaint handling course to your staff during the year. I 
welcome your Council’s investment in good complaint handling training and trust the course 
was valuable. 
 
Yours sincerely, 

 

 
 

 

 

 

Michael King 

Local Government and Social Care Ombudsman 

Chair, Commission for Local Administration in England 
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Local Authority Report: Welwyn Hatfield Borough Council
For the Period Ending: 31/03/2018

For further information on how to interpret our statistics, please visit our website:
http://www.lgo.org.uk/information-centre/reports/annual-review-reports/interpreting-local-authority-statistics

Complaints and enquiries received

Adult Care
Services

Benefits and
Tax

Corporate
and Other
Services

Education
and

Children’s
Services

Environment
Services

Highways
and

Transport
Housing

Planning and
Development

Other Total

0 1 2 0 4 3 7 14 0 31

Decisions made Detailed Investigations

Incomplete or
Invalid

Advice Given

Referred
back for

Local
Resolution

Closed After
Initial

Enquiries
Not Upheld Upheld Uphold Rate Total

0 1 8 15 6 3 33% 33

Notes Complaints Remedied

Our uphold rate is calculated in relation to the total number of detailed investigations.

The number of remedied complaints may not equal the number of upheld complaints.
This is because, while we may uphold a complaint because we find fault, we may not
always find grounds to say that fault caused injustice that ought to be remedied.

by LGO
Satisfactorily by

Authority before LGO
Involvement

2 1
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Reference Authority Category Received
16011500 Welwyn Hatfield Borough Council Planning & Development 16/05/2017
16013485 Welwyn Hatfield Borough Council Planning & Development 25/04/2017
16016060 Welwyn Hatfield Borough Council Planning & Development 21/04/2017
16016823 Welwyn Hatfield Borough Council Environmental Services & Public Protection & Regulation 16/06/2017
17001053 Welwyn Hatfield Borough Council Planning & Development 28/04/2017
17001208 Welwyn Hatfield Borough Council Highways & Transport 25/04/2017
17001713 Welwyn Hatfield Borough Council Planning & Development 04/05/2017
17003274 Welwyn Hatfield Borough Council Housing 30/05/2017
17003448 Welwyn Hatfield Borough Council Housing 01/06/2017
17004043 Welwyn Hatfield Borough Council Environmental Services & Public Protection & Regulation 13/06/2017
17005031 Welwyn Hatfield Borough Council Planning & Development 29/06/2017
17005521 Welwyn Hatfield Borough Council Planning & Development 05/07/2017
17008852 Welwyn Hatfield Borough Council Housing 31/08/2017
17009116 Welwyn Hatfield Borough Council Highways & Transport 01/12/2017
17009864 Welwyn Hatfield Borough Council Planning & Development 12/10/2017
17010626 Welwyn Hatfield Borough Council Planning & Development 12/01/2018
17010768 Welwyn Hatfield Borough Council Planning & Development 03/10/2017
17011133 Welwyn Hatfield Borough Council Environmental Services & Public Protection & Regulation 09/10/2017
17011556 Welwyn Hatfield Borough Council Benefits & Tax 16/10/2017
17012914 Welwyn Hatfield Borough Council Planning & Development 09/11/2017
17012944 Welwyn Hatfield Borough Council Planning & Development 08/01/2018
17013523 Welwyn Hatfield Borough Council Corporate & Other Services 20/11/2017
17015185 Welwyn Hatfield Borough Council Housing 21/12/2017
17016072 Welwyn Hatfield Borough Council Housing 12/01/2018
17016223 Welwyn Hatfield Borough Council Housing 16/01/2018
17016709 Welwyn Hatfield Borough Council Housing 24/01/2018
17017133 Welwyn Hatfield Borough Council Planning & Development 13/03/2018
17017688 Welwyn Hatfield Borough Council Corporate & Other Services 15/02/2018
17018156 Welwyn Hatfield Borough Council Planning & Development 19/02/2018
17018755 Welwyn Hatfield Borough Council Environmental Services & Public Protection & Regulation 28/02/2018
17019268 Welwyn Hatfield Borough Council Highways & Transport 09/03/2018
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Reference Authority Category Decided Decision Remedy
15018081 Welwyn Hatfield Borough Council Environmental Services & Public Protection & Regulation 23/01/2018 Upheld Null
16008164 Welwyn Hatfield Borough Council Environmental Services & Public Protection & Regulation 25/05/2017 Not Upheld Null
16011350 Welwyn Hatfield Borough Council Planning & Development 19/10/2017 Not Upheld Null
16011500 Welwyn Hatfield Borough Council Planning & Development 13/12/2017 Upheld Financial redress: Avoidable distress/time and trouble
16013485 Welwyn Hatfield Borough Council Planning & Development 31/05/2017 Closed after initial enquiries Null
16014113 Welwyn Hatfield Borough Council Housing 24/04/2017 Not Upheld Null
16016060 Welwyn Hatfield Borough Council Planning & Development 06/12/2017 Not Upheld Null
16016823 Welwyn Hatfield Borough Council Environmental Services & Public Protection & Regulation 01/08/2017 Closed after initial enquiries Null
16018354 Welwyn Hatfield Borough Council Benefits & Tax 03/07/2017 Not Upheld Null
17001053 Welwyn Hatfield Borough Council Planning & Development 16/11/2017 Upheld Improved BinJ remedy
17001208 Welwyn Hatfield Borough Council Highways & Transport 24/05/2017 Closed after initial enquiries Null
17001713 Welwyn Hatfield Borough Council Planning & Development 25/05/2017 Closed after initial enquiries Null
17003274 Welwyn Hatfield Borough Council Housing 12/09/2017 Closed after initial enquiries Null
17003448 Welwyn Hatfield Borough Council Housing 01/06/2017 Referred back for local resolution Null
17004043 Welwyn Hatfield Borough Council Environmental Services & Public Protection & Regulation 03/07/2017 Closed after initial enquiries Null
17005031 Welwyn Hatfield Borough Council Planning & Development 23/01/2018 Not Upheld Null
17005521 Welwyn Hatfield Borough Council Planning & Development 05/07/2017 Referred back for local resolution Null
17008852 Welwyn Hatfield Borough Council Housing 31/08/2017 Referred back for local resolution Null
17009116 Welwyn Hatfield Borough Council Highways & Transport 11/01/2018 Closed after initial enquiries Null
17010626 Welwyn Hatfield Borough Council Planning & Development 06/02/2018 Closed after initial enquiries Null
17010768 Welwyn Hatfield Borough Council Planning & Development 03/10/2017 Referred back for local resolution Null
17011133 Welwyn Hatfield Borough Council Environmental Services & Public Protection & Regulation 16/11/2017 Closed after initial enquiries Null
17011556 Welwyn Hatfield Borough Council Benefits & Tax 16/10/2017 Referred back for local resolution Null
17012914 Welwyn Hatfield Borough Council Planning & Development 09/11/2017 Referred back for local resolution Null
17012944 Welwyn Hatfield Borough Council Planning & Development 26/02/2018 Closed after initial enquiries Null
17013523 Welwyn Hatfield Borough Council Corporate & Other Services 22/12/2017 Closed after initial enquiries Null
17015185 Welwyn Hatfield Borough Council Housing 31/01/2018 Closed after initial enquiries Null
17016072 Welwyn Hatfield Borough Council Housing 08/03/2018 Closed after initial enquiries Null
17016223 Welwyn Hatfield Borough Council Housing 16/01/2018 Advice given Null
17016709 Welwyn Hatfield Borough Council Housing 24/01/2018 Referred back for local resolution Null
17018156 Welwyn Hatfield Borough Council Planning & Development 21/03/2018 Closed after initial enquiries Null
17018755 Welwyn Hatfield Borough Council Environmental Services & Public Protection & Regulation 14/03/2018 Referred back for local resolution Null
17019268 Welwyn Hatfield Borough Council Highways & Transport 29/03/2018 Closed after initial enquiries Null
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Part I
Main author: Nick Long 
Executive Member: Cllr Fiona Thomson
All Wards

WELWYN HATFIELD BOROUGH COUNCIL
STANDARDS COMMITTEE – 3 SEPTEMBER 2018 
REPORT OF THE CORPORATE DIRECTOR (PUBLIC PROTECTION, PLANNING 
AND GOVERNANCE)

SURVEILLANCE UPDATE 2018 

1 Executive Summary

1.1 This report provides Members with an update on the Council’s policy and use of 
surveillance powers. Members are asked to note the use of surveillance powers 
and to agree the revised policy in appendix A.

2 Recommendation(s)

2.1 For Committee to note the use of surveillance powers, agree the revised policy in 
appendix A and to recommend to the Full Council that it is adopted and that the 
Constitution is updated to designate the Licensing Team Leader as an additional 
“Authorising Officer” for the purposes of the Regulation of Investigatory Powers 
Act (RIPA), as amended. 

3 Explanation

3.1 The Council has powers to investigate a range of criminal offences and like all 
local authorities is able to utilise powers to undertake surveillance to assist with 
those investigations in certain prescribed circumstances. 

3.2 The Regulation of Investigatory Powers Act (as amended) sets out the strict 
framework under which the council may use surveillance powers. The powers 
available to the council are: 

a) Directed covert surveillance which is not intrusive 

b) Covert human intelligence sources 

c) Communications data 

3.3 The use of these powers is governed by the requirements of law and the 
council’s own policy. Powers cannot be used without the agreement of a 
designated “authorising officer” and the approval of a magistrate. In all cases the 
powers can only be used to investigate a specified offence and must be shown to 
be necessary and proportionate to the circumstances.   

3.4 The Council Constitution designates the Senior Responsible Officer and the 
Authorising Officers and it is recommended that the Licensing Team Leader is 
now also designated as an “authorising officer”.  It is also timely to make a 
number of updates to the policy document as shown in appendix A, in order to 
keep it up to date. 

3.5 Committee are therefore asked to note the revisions to the policy, and agree that 
it is sent to Full Council to be adopted.
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4 Legal Implication(s)

4.1 The Regulation of Investigatory Powers Act (RIPA), as amended by the 
Protection of Freedoms Act sets out the regulatory regime by which the council 
may use certain surveillance powers to investigate certain specified offences. 
There are strict controls in place and the council is unable to undertake any 
“covert surveillance” outside of this regime. Failure to comply with the legislation 
could result in legal challenge or challenge on the admissibility of evidence in 
Court. 

5 Financial Implication(s)

5.1 None, budgets are in place for the provision of training for relevant officers 

6 Risk Management Implications

6.1 The risks related to this proposal relate to legal challenge and reputation for 
example a court case collapsing owing to evidence collected through surveillance 
being ruled inadmissible. However there are strict controls in place to govern the 
approval of any surveillance authorisations and the council is not able to carry 
out covert surveillance outside of the RIPA regime. Additionally a staff training 
programme is in place and Heads of Service are asked to ensure relevant staff 
attend the training programme. RIPA is included as part of the management 
assurance statements which help comprise the annual governance statement 
and the council is periodically audited by the Office of Surveillance 
Commissioners. An assessment of risk is therefore considered as impact: high, 
probability: low 

7 Security & Terrorism Implication(s)

7.1 The RIPA regime is used by the council to assist with the investigation of certain 
criminal offences. In addition the council will work as required with the police and 
other partners to facilitate the prevention, detection and investigation of crime.  

8 Procurement Implication(s)

8.1 None

9 Climate Change Implication(s)

9.1 None 

10 Health and wellbeing implications 

None directly arising from the report 

11 Communications and engagement 

The nature of any covert surveillance undertaken by the council is by definition 
covert and not in the public domain. However for public confidence and 
transparency it is important that the council shares its adopted RIPA policy and 
once updated this policy will be republished on the council’s webpage.  
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12 Link to Corporate Priorities

12.1 The subject of this report is linked to the Council’s Corporate Priorities “our 
community”, “our environment”, “our housing” and “our council” and the statutory 
provisions under the Regulation of Investigatory Powers Act (RIPA), as amended

13 Equality and Diversity

13.1 An Equality Impact screening assessment has not been carried out in connection 
with the proposals that are set out in this report as RIPA is an enforcement tool 
and an EQIA was carried out in connection with recent revisions to the corporate 
enforcement policy.

Nick Long 
Corporate Director, (Public Protection, Planning and Governance)
July 2018  
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Welwyn Hatfield Council  
Regulation of Investigatory Powers Act 2000 

As amended by the Protection of Freedoms Act 2012 
 

1. Introduction 
 

The Council is committed to working for the overall good of the people 
of Welwyn Hatfield.  In carrying out its duties the Council may need to 
conduct appropriate investigations into allegations or concerns brought 
to its attention.  Occasionally, our investigations will require us to 
gather information in respect of individuals who may be unaware of 
what we are doing (through covert surveillance).  In conducting our 
investigations we need to draw a fair balance between the public 
interest and the rights of individuals.  In order to achieve that balance, 
the Council will take into account and comply with the Regulation of 
Investigatory Powers Act 2000 (RIPA) (as amended) and the Human 
Rights Act 1998.  This policy therefore sets out the Council’s approach 
to covert surveillance issues falling within the framework of RIPA in 
order to ensure consistency, balance and fairness.  This information 
will provide additional protection and safeguards where these covert 
activities are likely to cause us to obtain what is termed “Private 
information” about individuals or where we go “under cover” in certain 
circumstances.  This policy also makes it clear to the general public 
what checks and balances will apply. 
 
The purpose of this policy is to provide guidance and a framework for 
the Council’s activities under the Act in relation to their specific public 
functions. 
 
The Office of the Surveillance Commissioners (OSC) both advises the 
Council and members of the Public about these issues and the OSC 
also periodically audits and inspects the way in which Local Authorities 
including the Council work in accordance with the Act.  The Council 
was last inspected in February 2016 July 2012 and received a 
favourable report.  
 
The Protection of Freedoms Act 2012 amended RIPA to make local 
authority authorisations subject to judicial approval. The change means 
that the Council need to obtain an order approving the grant or renewal 
of an authorisation from a judicial authority, before it can take effect. An 
application for such an order must be made to a Justice of the Peace 
(JP) also known as a Magistrate.  If the JP is satisfied that the statutory 
tests have been met and that the use of the technique is necessary 
and proportionate, he or she will issue an order approving the grant or 
renewal for the use of the technique described in the application.  The 
amendment means that the Council is no longer able to orally authorise 
the use of RIPA techniques.  All authorisations must be made in writing 
and require JP approval.  The authorisation cannot commence until this 
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has been obtained and the activity must be carried out in accordance 
with that authorisation.  
 
 

2. Definitions 
 

The essential key to understanding the way that RIPA works is to 
understand the definitions used within it.  Awareness as to whether a 
proposed action comes within RIPA is critical in establishing whether 
authorisation needs to be sought, if any and at what level. 
 
There are three categories of covert activity: 
 
a) Intrusive surveillance – This is covert and carried out in relation to 

anything taking place on any residential premises or any private 
vehicle.  It involves a person on the premises or in the vehicle or is 
carried out by a surveillance device.  Except in cases of emergency, 
it requires OSC approval.  The power is available only to Law 
enforcement agencies.  Intrusive surveillance cannot be 
undertaken by the Council.  

 
b) Directed surveillance - This is covert surveillance but not intrusive 

surveillance.  It is undertaken for a specific investigation or 
operation in a way likely to obtain private information about an 
individual.  It must be necessary and proportionate to what it seeks 
to achieve.  It may be used by a wide range of authorities identified 
in the legislation including the Council.  

 
Local authorities in England & Wales can only authorise use of 
directed surveillance under RIPA to prevent or detect criminal 
offences that are either punishable, whether on summary conviction 
or indictment, by a maximum term of at least six months 
imprisonment or are related to the underage sale of alcohol and 
tobacco. Local authorities CANNOT authorise directed surveillance 
for the purpose of preventing disorder unless this involves a 
criminal offence(s) punishable (whether on summary conviction or 
indictment) by a maximum term of at least six months 
imprisonment. 
 
Local authorities may therefore continue to authorise the use of 
directed surveillance in more serious cases as long as they are 
satisfied that it is necessary and proportionate and prior approval of 
a JP has been granted.  Examples would include more serious 
criminal damage, dangerous waste dumping and serious or serial 
benefit fraud. 
 
A local authority MAY NOT AUTHORISE the use of directed 
surveillance under RIPA to investigate disorder that does not 
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involve criminal offences or to investigate low level offences for 
example, littering, dog control and fly-posting.  
 
  
CCTV and automatic number plate recognition (ANPR) cameras 

 
The use of overt CCTV cameras by public authorities does not 
normally require an authorisation under the Act. Similarly, the overt 
use of ANPR systems to monitor traffic flows or detect motoring 
offences does not require an authorisation. 
 
However, where overt CCTV or ANPR cameras are used in a 
covert and pre-planned manner as part of a specific investigation, 
for the surveillance of a specific person or group of persons, a 
directed surveillance authorisation should be considered.  Such 
covert surveillance is likely to result in the obtaining of private 
information about a person (a record of their movements and 
activities) and therefore falls within the definition of surveillance. 
The use of ANPR or CCTV in these circumstances goes beyond 
their intended use.  

  
Online covert activity 
 
The use of the internet may be required to gather information prior 
to and /or during an operation, which may amount to directed 
surveillance.  Whenever a public authority intends to use the 
internet as part of an investigation, they must first consider whether 
the proposed activity is likely to interfere with a person’s Article 8 
rights, including the effect of any collateral intrusion. Any activity 
likely to interfere with an individual’s Article 8 rights should only be 
used when necessary and proportionate to meet the objectives of a 
specific case.  Where it is considered that private information is 
likely to be obtained, an authorisation must be sought as set out in 
this policy. Where an investigator may need to communicate 
covertly online for example for contacting individuals using social 
media websites, a CHIS authorisation should be considered. 

 
c) Covert human intelligence sources – Known as CHIS.  This is 

the use or conduct of someone “undercover” that establishes or 
maintains a personal or other relationship with a surveillance 
subject for the covert purpose of obtaining information.  An 
Authorising Officer must be satisfied that the CHIS is necessary, 
that the conduct authorised is proportionate to what is sought to be 
achieved and that arrangements for the overall management and 
control of the undercover officer are in force.  CHIS may be used by 
a wide range of authorities identified in the legislation again 
including the Council. CHIS authorisations will not normally be 
granted owing to the threshold test of necessary and proportionality 
. 
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It is legally possible for councils to also undertake elementary 
communications interception, but in reality (and on advice from 
inspecting officers) like CHIS the Council does not see this tool as 
relevant to our investigatory work.  
 

 
Other definitions which can be usefully explained are: 
 
d) Overt surveillance – to paraphrase the legal definition, Tthis covers 

all situations where surveillance is not covert.  Overt surveillance 
does not require authorisation under RIPA. 

 
e) Surveillance – The monitoring, observing or listening to persons, 

their movements, their conversations or their other activities or 
communications or recording anything monitored, observed or 
listened to in the course of surveillance and includes surveillance by 
or with the assistance of a surveillance device i.e. Camera, Video 
Recorder. 

 
f) Private information needs to be interpreted in line with the 

European Court for Human Rights explanation of private life which 
includes business and professional activities 

 
3. Codes of Practice 
 

Whilst this policy is intended to provide an overview of RIPA and its 
relevance to this Council, detailed codes of practice are available from 
the Home Office.  Officers likely to conduct surveillance and 
Authorising Officers should ensure they are familiar with these codes.  
The codes are not themselves law but they are statutory guidance, 
citable in a court of law and any deviation from them will require to be 
justified. Failure to comply with the code carries the risk that valuable 
and often critical evidence may be ruled inadmissible by courts.  It is 
suggested that all relevant staff should be aware of these codes which 
can be found on the Home Office website at 
http://www.homeoffice.gov.uk/counter-terrorism/regulation-
investigatory-powers/ripa-forms/  
 

Electronic versions of the application forms can also be downloaded from 
this site. Investigating officers are responsible for ensuring that they are 
using the most up to date forms. 

 
4. Conducting covert surveillance and using CHIS in accordance 

with the Act. 
 
It is the responsibility of the investigating officer/case officer to determine if 
surveillance techniques may be appropriate to aid investigation. They 
should have early discussions with a RIPA authorising officer to ascertain 
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if RIPA authority is required. Where a RIPA authority cannot be issued 
then the case officer is responsible for ensuring that overt surveillance 
techniques are used or that no surveillance takes place. It is council policy 
that covert surveillance will only take place with a RIPA authority in place.  
 
In determining whether a RIPA authority is required the case officer will 
need to explain to the authorising officer whether the offence which is 
under investigation:  
 
a) Carries a minimum tariff of at least 6 months imprisonment  

or  
b) Is a specified offence relating to the sale of alcohol 

or  
c) Is a specified offence relating to the sale of tobacco 
d) And that covert surveillance is necessary and proportionate to the 

matter under investigation 
e) And that there are no alternative means of obtaining the evidence 
 
A RIPA authority can only be considered in regard to the prevention of 
crime relating to the above offences (or for disorder if it also meets one of 
the above definitions). Blanket authorisations covering “crime and 
disorder” are not allowed.    
 
Once it has been decided that there is a need for covert surveillance or an 
undercover exercise, express authorisation needs to be obtained.  The 
case officer will need to complete the relevant parts of the authorisation 
form and  the Council will have appropriately trained officers who will need 
to complete the authorising officers statement on the forms depending on 
the activity sought to be authorised. The case officer and authorising 
officer must make sure they show why the surveillance is necessary and 
proportionate on the form. Sufficient detailed information must be 
provided, including for example the “who, what, when, where and hows” of 
the authorisation. It must be clear as to who has been authorised to do 
what, when they can carry it out and how they are to undertake the 
surveillance.  
 
The Council currently have three trained officers who may authorise 
investigations. (Authorising Officers)  These are: (see also note below 
regarding confidential information) 
 

 Nick Long Bob Baldock – Director (Public Protection, Planning and 
Governance) and Senior Responsible Officer and Monitoring Officer 
 01707 357277401 b.baldock@welhat.gov.uk 

 Joanna Harding Nick Long – Head of Public  Health and Protection 
 01707 357361401 jo.harding n.long@welhat.gov.uk 

 Ian Colyer – Principal Governance Officer 
 01707 357413 i.colyer@welhat.gov.uk 

 Kate Payne, Licensing Team Leader  
01707 357206 k.payne@welhat.gov.uk 
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In general authorisation should be sought punctually and in advance of the 
activity constituting the covert surveillance or use of CHIS.  Wherever possible 
the circumstances of the case should be discussed with the authorising officer 
in order for a reasoned decision as to whether surveillance or CHIS is 
necessary and whether alternative means of obtaining information has been 
considered. 
 
In cases where through the use of surveillance it is likely that confidential 
information will be acquired, the use of surveillance is subject to a higher level 
of authorisation.  This responsibility cannot be delegated.  The code of 
practice sets out the required level of authorisation for local authorities as the 
Head of Paid Service (At Welwyn Hatfield this is the Chief Executive) or in his 
absence a Director acting as Head of Paid Service.  Confidential information 
consists of: 
 

 Matters subject to legal privilege as described in section 98 of the 
Police Act 1997. 

 Personal information being information held in confidence concerning 
an individual (living or dead) who can be identified from it and who can 
be identified from it and relating to physical or mental health, spiritual 
counselling or other assistance or information which a person has 
acquired or created in the course of any trade, business, occupation or 
for the purposes of any paid or unpaid office. 

 Confidential journalistic information which includes information 
acquired or created for the purposes of journalism and held subject to 
an undertaking to hold it in confidence.  

 
It should be noted that recent changes to the legislation brought about by the 
Protection of Freedoms Act 2012 mean that an authorisation for surveillance 
can only be brought into effect once it has been approved by a JP/Magistrate.  
Application for such approval must only take place once one of the council’s 
appointed authorising officers has signed off the application for surveillance.  
 
The case officer and authorising officer will need to attend court having 
completed the necessary court application form and telephoned the court in 
advance to arrange a hearing. It is generally not good practice or appropriate 
to just turn up at the court house without prior agreement.  
 
The JP/Magistrate will perform a paperwork review and this is why it is 
important that all relevant material is contained in the RIPA application. It will 
not be possible to introduce any additional evidence outside the content of the 
RIPA form.  
 
The JP/Magistrate may grant the application, may choose to refuse it (in 
which case amendments can be made and a new application submitted) or 
quash the application.  
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A RIPA application authorised by a local authority cannot take effect until 
judicial approval has been given. This may be different to other agencies who 
use RIPA so care must be taken when running joint operations.  
 
The council’s legal team will arrange for access to a JP/Magistrate and in 
exceptional circumstances this could be arranged out of hours/outside of a 
court location.  
 

5. Undertaking surveillance 
 

Investigating officers of the Council should bear in mind the following: 
 

 Covert surveillance or CHIS should only be undertaken for as long as it 
is needed for the purpose for which it is authorised. Surveillance should 
not be undertaken for longer periods than absolutely necessary. In 
short, surveillance should only be undertaken for as long as it is 
required to obtain the necessary information. 

 Officers should seek to reduce any collateral intrusion into the lives and 
business of the subject and also the subject’s family, colleagues or 
associated third parties. 

 The amount of private information received during the course of 
surveillance should be kept to a minimum. 

 Adequate safety and welfare checks have been carried out prior to the 
use of CHIS.  Where the CHIS is not an employee of the Council or 
has not received sufficient training for this work, the officer in charge of 
the surveillance should have put in place measures to ensure that 
assistance is close at hand should this be required. 

 All officers should act diligently and professionally regarding their own 
and colleagues safety and the safety of any surveillance equipment at 
their disposal. 

 
6. Surveillance equipment 
 
Council officers conducting surveillance must endeavour to use equipment 
at their disposal in a responsible and discrete manner.  Officers should be 
aware that the use of any equipment is restricted to being used in a 
manner that constitutes covert surveillance only.  If there is a risk that the 
use of such equipment will transform the operation into an intrusive one 
then the surveillance should cease immediately. 
 
Upon the cessation of surveillance officers should ensure that any 
equipment is properly checked upon its return to storage.  This should 
include condition and to ensure that material that could fall into the 
possession of unauthorised staff is removed.  An example of this is the 
removal of video tapes that may contain images used for evidence. 
 
If any faults are detected with the equipment this should be brought to the 
attention of the authorising officer as soon as possible.  Under no 
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circumstances should the authorising officer seek to rectify any faults as 
this could affect the admissibility of the evidence contained on the 
equipment or obtained by using it. 
 
 
7. Authorising Officers 
 
When deciding whether or not authorisation is warranted in a particular 
circumstance the Authorising Officer has to ask three relevant questions: 
 
a. Is the surveillance for a relevant offence? 

 
b. Is the surveillance necessary for the purpose of preventing or detecting 

crime or preventing disorder?  In this context necessary means that 
there is no other way of obtaining the information other than by covert 
surveillance, i.e. all other investigatory tools and options have been 
exhausted or are wholly inappropriate 

 
c. Is the conduct of the surveillance proportionate to its aim? In this 

context proportionality requires consideration of  
 

 Balancing the size and scope of the proposed activity against 
the gravity and extent of the perceived crime or offence 

 
 Explaining how and why the methods to be adopted will cause 

the least possible intrusion on the subject and others 
 

 Considering whether he activity is appropriate use of the 
legislation in a reasonable way having considered all reasonable 
alternatives of obtaining the necessary result 

 
 Evidencing as far as reasonably practicable what other methods 

have been considered and why they were not implemented.  
 
 
In simple terms can the objective of the surveillance be important 
enough to justify the interference with an individual’s liberty and 
privacy? 
 
The Authorising Officer should also consider the means of surveillance 
and whether this is the most appropriate in the specific circumstances. 
Does it minimise intrusion into an individual’s private life and is it a 
workable method of obtaining information? 
 
Authorising Officers should keep the scope of the authorisation to a 
minimum i.e. sufficient authorisation to gather the required information 
but nothing more.  The Investigating Officer must be made fully aware 
of the limits of the authorisation.  
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There is an automatic Three month restriction on the grant of any 
directed surveillance authorisation.  Further authorisation will need to 
be sought for periods over this in the form of a renewal application.  If a 
short sharp operation is envisaged then the correct procedure is to 
grant the authorisation for 3 months but to schedule an appropriate 
early review and to cancel the authorisation as soon as it is no longer 
necessary or proportionate.  

 
 

8. Review 
 

Whilst the initial authorisation may be valid for up to three months, if 
the Authorising Officer considers that a review should be carried out 
before this time then this should be carried out. 

 
9. Renewals 
 

Authorising Officers may renew applications to conduct surveillance 
(Including oral reviews in the case of emergencies) and renewals will 
last for a further three months from the date of the original authorisation 
terminating. 
 
Authorising Officers should note that changes in circumstances to 
particular cases and any effects that such changes would have on the 
need for surveillance or the nature of it should be carefully considered.  
In all cases a note should be made on the renewal form whether it is a 
first or subsequent renewal. 

 
10. Cancellation of Authorisation 
 

Before an authorisation lapses, it must be reviewed by the Authorising 
Officer and cancelled where appropriate rather than letting an 
authorisation lapse.  It is of paramount importance that all officers 
involved in the surveillance are made aware of the cancellation. 
 
Officers who continue to conduct surveillance once it is brought to their 
attention that it is no longer authorised may be liable to disciplinary 
proceedings.  Potential court action could also be taken against officers 
by any party affected by unauthorised surveillance. 
    
 

11. Authorisation forms 
 
The case officer must ensure they have the latest version of the forms. 
These can be obtained from the home office website. 
 
The initial authorisation form and any renewals will be kept by the 
authorising officer for the duration of the authorisation.  A unique 
reference number will be allocated by the Senior Responsible 
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OfficerMonitoring Officer.  Upon the cessation of the authorisation 
forms should be sent to the Council’s Senior ResponsibleMonitoring 
Officer for safe custody. 
 
Forms will be stored for a period of three years from the date of the 
authorisation ceasing.  Forms may be recalled by the Authorising 
Officer or by the officer applying for authorisation if for example the 
investigation has restarted.  Any removal of forms must be 
accompanied by the completion of a log sheet indicating when the form 
was removed and by whom. 
Any officer who removes forms will be responsible for the safe keeping 
of those forms. Disciplinary action may be taken against officers who 
do not comply. 
Under no circumstances must the forms that have been removed be 
altered or amended in any way.  Again disciplinary action may be taken 
for non-compliance. 
Forms may be electronically scanned and stored for the sake of 
practicality. 

  
12. General Information 
 

This policy is a public document and is available for public inspection at 
the Council’s main offices at Campus East, Welwyn Garden City, 
Hertfordshire AL8 6AE.  The document is also available on the Council 
website at www.welhat.gov.uk 
Copies of this policy will also be available to all staff on the Council’s  
Intranet.   
The policy will be reviewed from time to time. 

 
13. Complaints 
 

RIPA has established an independent Tribunal made up of senior 
members of the judiciary and legal profession and is independent of 
the Government. 
 
Complaints by members of the public, surveillance subjects or others 
which relate to any aspect of surveillance carried out by Council 
officers will be dealt with as follows: 
 

 The complainant will be directed to the Council’s Complaint 
procedure and will be given a copy of the standard complaint 
form. 

 If the complainant is still not satisfied they have the right to 
complain to the Investigatory Powers Tribunal, PO Box 33220, 
London SW1H 0ZQ Tel: 020 7035 3711 https://www.ipt-uk.com/ 

 
Additionally dependent on the nature of the complaint the complainant 
may also be put in touch with the Local Government and Social Care 
Ombudsman. https://www.lgo.org.uk/  telephone 0300 061 0614 Formatted: Font: Arial, 12 pt, Not Bold
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14. Training and review.  

 
The council will arrange for Authorising officers to receive training. 
Where relevant and necessary in the conduct of their jobs, Heads of 
Service are responsible to ensure a training programme for their staff 
which covers use of RIPA and authorisation requirements for covert 
surveillance. The Authorising Officers can assist with this training. The 
Authorising Officers will periodically review the corporate training needs 
regarding RIPA and the promotion of good surveillance practice.  

 
15. Oversight by elected members 

 
Elected members of a local authority should review the authority’s use 
of RIPA and set the policy at least once a year.  They should also 
consider internal reports on the use of RIPA on a regular basis to 
ensure that it is being used consistently with the local authority’s policy 
and that the policy remains fit for purpose. 

 
16. Record Keeping 

 
A record of the following information pertaining to all authorisations 
shall be centrally retrievable within each public authority for a period of 
at least three years from the ending of each authorisation.  At the 
Council this will be held by the Director (Public Protection, Planning 
and Governance) who is the Council’s Senior Responsible Monitoring 
Officer. This information will be regularly updated whenever an 
authorisation is granted, renewed or cancelled and will be made 
available for inspection by the relevant commissioner. 
 

 The type of authorisation 
 The date the authorisation was given 
 Name and grade of the Authorising Officer 
 The unique reference number of the investigation 
 The title of the investigation including a brief description and 

names of subjects 
 Details of attendances at the magistrates court to include the 

date of attendance at court, the determining magistrate, the 
decision of the court and the time and date of that decision 

 The dates of any reviews 
 If the authorisation has been renewed, when it was renewed 

and who authorised the renewal including the name and grade 
of the Authorising Officer 

 Whether the investigation is likely to result in obtaining 
confidential information as defined in the code 

 Whether the authorisation was granted by an individual directly 
involved in the investigation 

 The date the authorisation was cancelled 
 

Page 57



 
Page 12 of 12 

 
Version MarchSeptember  20158 

The following documentation will also be held centrally: 
 

 A copy of the application and a copy of the authorisation 
together with any supplementary documentation and notification 
of the approval given by the authorising officer 

 A record of the period over which the surveillance has taken 
place 

 The frequency of reviews prescribed by the Authorisation Officer 
 A record of the result of each review of the authorisation 
 A copy of any renewal of an authorisation together with any 

supporting documentation submitted when the renewal was 
requested 

 The date and time when any instruction to cease surveillance 
was given 

 The date and time when any other instruction was given by the 
authorisation officer 

 A copy of the order approving or otherwise the grant or renewal 
of an authorisation from a JP/Magistrate  
 

The Council will ensure that arrangements are in place for the 
secure handling, storage and destruction of material obtained 
through the use of directed or intrusive surveillance. Authorising 
Officers will be responsible for ensuring compliance with the 
appropriate data protection requirements under the Data Protection 
Act 2018 1998, The General Data Protection Regulations 2018 and 
any relevant codes of practice relating to the handling and storage 
of material.  
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WELWYN HATFIELD BOROUGH COUNCIL

STANDARDS COMMITTEE – 3RD SEPTEMBER 2018

REPORT OF THE CORPORATE DIRECTOR (PUBLIC PROTECTION, PLANNING 
AND GOVERNANCE)

ANTI-BRIBERY POLICY

1 Executive Summary

1.1 The Council already has in place an Anti-Fraud and Anti-Corruption policy that 
sets out the procedures that ensure that they are not involved in fraud and 
corruption. The need for an independent stand-alone policy specifically dealing 
with bribery has been identified. The purpose of this report is to enable the 
Committee to comment on and approve a proposed Anti-Bribery policy (Appendix 
A). 

2 Recommendation(s)

2.1 Members are asked to consider the proposed policy, suggest any changes and 
then recommend approval of the new policy to Cabinet.

3 Explanation

3.1 It is generally accepted that corruption causes poverty and suffering, inhibits 
economic growth, damages business both financially and in relation to reputation 
and may result in criminal and civil liability and penalties for organisations and 
individuals.  It undermines democracy and brings authorities into disrepute.

3.2 All organisations need to assess whether they have adequate policies and 
procedures in place to ensure that as far as possible, they can demonstrate 
compliance with the Bribery Act 2010.  The Councils existing policies, processes 
and procedures do already go a long way to meeting this requirement but the 
adoption of a stand-alone Anti-Bribery Policy will ensure that the Council 
continues to follow best practice in this area.

4 Legal Implication(s)

4.1 The proposed policy meets all the legal requirements under the Bribery Act 2010. 

5 Financial Implication(s)

5.1 The Council may be liable for fines incurred under the four key offences under 
the Act.  These fines can be substantial and in the case of section 7 “failure of 
commercial organisations” to prevent bribery, the fine can be unlimited.
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6 Risk Management Implication(s)

6.1 Adoption of the policy is consistent with the principles laid out in the Bribery Act 
2010.  The policy will significantly mitigate the risk that the Council will be caught 
under the Act as it clearly spells out the actions that the Council will take to 
prevent bribery.

7 Security & Terrorism Implications(s)

7.1 There are no direct security and terrorism implications. However, it is 
acknowledged that money derived from bribery may find its way to terrorist 
organisations who may use this money to fund its operations.  

8 Procurement Implication(s)

8.1 There are none.

9 Climate Change Implication(s)

9.1 There are none.

10 Link to Corporate Priorities

11.1 This report is linked to all the Council’s corporate priorities.

12 Equality and Diversity

12.1 An equality impact assessment has not been carried out in connection with the 
proposals set out in this report because it is not required.

Name of author Ian Colyer
Title Principal Governance Officer
Date 15th August 2018
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Policy Statement – Anti Bribery

Bribery is a criminal offence.  Welwyn Hatfield Borough Council (WHBC) does not, and will 
not, pay bribes or offer improper inducements to anyone for any purpose, nor do we or will 
we, accept bribes or improper inducements. 

To use a third-party as a conduit to channel bribes to others is a criminal offence. We do 
not, and will not, engage indirectly in or otherwise encourage bribery. 

We are committed to the prevention, deterrence and detection of bribery. We have 
zero-tolerance towards bribery. We aim to maintain anti-bribery compliance as 
“business as usual”, rather than as a one-off exercise. 

WHBC will actively avoid doing business with those who do not commit to the principles in 
the Act.

What is Bribery? 

Bribery is a financial or other advantage, inducement or reward offered, promised or 
provided to gain personal, commercial, regulatory or contractual advantage. 

The Bribery Act 

There are four key offences under the Act: 

• bribery of another person (section 1) 
• accepting a bribe (section 2) 
• bribing a foreign official (section 6) 
• failure of commercial organisations to prevent bribery (section 7) 

The Bribery Act 2010 makes it an offence to offer, promise or give a bribe (section 1). 

It also makes it an offence to request, agree to receive, or accept a bribe (section 2). 

Section 6 of the Act creates a separate offence of bribing a foreign public official with the 
intention of obtaining or retaining business or an advantage in the conduct of business. 

There is also a corporate offence under Section 7 of failure by a commercial organisation* to 
prevent bribery that is intended to obtain or retain business, or an advantage in the conduct 
of business, for the organisation. An organisation will have a defence to this corporate 
offence if it can show that it had in place adequate procedures designed to prevent bribery 
by or of persons associated with the organisation. 

*For the purposes of the Act, Welwyn Hatfield Borough Council is considered to be a 
commercial organisation.
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Objective of this policy 

This policy provides a coherent and consistent framework to enable the organisation’s 
employees and members to understand and implement arrangements enabling 
compliance. In conjunction with related policies and key documents it will also enable 
members/employees to identify and effectively report a potential breach. 

WHBC requires that all members and employees, including those permanently 
employed, temporary or agency staff and contractors: 

• act honestly and with integrity at all times and to safeguard the Council’s resources 
for which they are responsible and to safeguard the council’s good reputation. 

• comply with the spirit, as well as the letter, of the laws and regulations of all 
jurisdictions in which WHBC operates, in respect of the lawful and responsible 
conduct of activities. 

• comply with the respective code of conduct for Members and Employees.

Scope of this policy 

This policy applies to all of WHBC’s activities. For partners, joint ventures and suppliers, we 
will seek to promote the adoption of policies consistent with the principles set out in this 
policy. We will avoid conducting business with those that do not commit to the principles 
of the Act.

Within WHBC the responsibility to control the risk of bribery occurring resides with all 
members and employees. It does not rest solely within assurance functions, but in all 
service areas, business units and corporate functions. 

This policy covers all personnel, including all levels and grades, those permanently 
employed, temporary agency staff, contractors, non-executives, agents, Members 
(including independent members), volunteers and consultants. 

Welwyn Hatfield Borough Council’s Commitment to Action 

WHBC commits to: 

• setting out a clear anti-bribery policy and keeping it up to date 
 making all employees and members aware of their responsibilities to adhere strictly 

to this policy at all times 
 training key persons associated with WHBC so that they can recognise and avoid the 

use of bribery by themselves and others 
 encouraging its employees and members to be vigilant and to report any suspicions 

of bribery, providing them with suitable channels of communication and ensuring 
sensitive information is treated appropriately 

• rigorously investigating instances of alleged bribery and assisting police and other 
appropriate authorities in any resultant prosecution
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• taking firm and vigorous action against any individual(s), employees, contractors or 
agents convicted of being involved in bribery.

 Provide information to all employees and members on how to report breaches and 
suspected breaches of this policy.

• Include appropriate clauses in contracts to prevent bribery.

WHBC’S proportionate procedures

WHBC’s procedures to prevent bribery by persons associated with it are aimed to be 
proportionate to the bribery risks it faces as a commercial organisation and to the nature, 
scale and complexity of its activities.  They are intended to be clear, practical, accessible, 
effectively implemented and enforced.

Top level commitment

The Council and the Corporate Management Team are committed to preventing bribery by 
persons associated with it.  They aim to foster a culture within the organisation in which 
bribery is never acceptable. The Head of Law & Administration in her capacity as Monitoring 
Officer will be responsible for maintaining and reviewing our anti-bribery policy.

Risk assessment

WHBC assesses the nature and extent of its exposure to potential external and internal risks 
of bribery on its behalf by persons associated with it. This is done through key officers in 
conjunction with our internal audit service. The assessment is periodic, informed and 
documented.  It includes financial risks but also other risks such as reputational damage.  
Our risk assessment will be targeted at those areas of our work where we consider that we 
could be most exposed.  This will include the procurement of goods and services and the 
granting of licences and permissions.

Due diligence 

WHBC takes a proportionate and risk based approach, in respect of persons who perform or 
will perform services for or on behalf of the organisation, in order to mitigate identified 
bribery risks. 

Communication (including training) 

WHBC seeks to ensure that its bribery prevention policies and procedures are embedded 
and understood throughout the organisation through internal and external communication, 
including training that is proportionate to the risks it faces. 
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Monitoring and review 

WHBC monitors and reviews procedures designed to prevent bribery by persons 
associated with it and makes improvements where necessary. 

Welwyn Hatfield Borough Council is committed to proportional 
implementation of these principles. 

Penalties 

An individual guilty of an offence under sections 1, 2 or 6 is liable: 

• if on conviction in a magistrates court, to imprisonment for a maximum term of 12 months 
or to a fine not exceeding £5,000, or to both

 • if on conviction in a crown court, to imprisonment for a maximum term of ten years, or to 
an unlimited fine, or both 

WHBC may be found to be vicariously liable for the acts of an individual above and if so, 
faces the risk of also being prosecuted and convicted.

If on a conviction under section 7, WHBC is directly liable to an unlimited fine. 

Bribery is not tolerated by WHBC 

It is unacceptable to: 

• give, promise to give, or offer a payment, gift or hospitality with an expectation or 
hope that a business advantage will be received, or to reward a business advantage 
already given 

• give, promise to give, or offer a payment, gift or hospitality to a government official, 
agent or representative to “facilitate” or expedite a routine procedure 

• accept payment from a third party that you know or suspect is offered with the 
expectation that it will obtain a business advantage for them 

• accept a gift or hospitality from a third party if you know or suspect that it is offered 
or provided with an expectation that a business advantage will be provided by us in 
return 

• retaliate against or threaten a person who has refused to commit a bribery offence 
or who has raised concerns under this policy 

• engage in activity in breach of this policy 

Facilitation payments 

Facilitation payments are not tolerated and are illegal. Facilitation payments are unofficial 
payments made to public officials in order to secure or expedite actions. This, for example, 
includes procurement officers.
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Gifts and hospitality 

Both Employee and Member Codes of Conduct contain clear rules on gifts and hospitality.

For Employees, their Code of Conduct makes clear that apart from items of token value (e.g. 
calendars, diaries, tape measures and similar articles of use in the office) all gifts should be 
politely refused. Any hospitality received should be justified as in the public interest and the 
hospitality given should be on a scale appropriate to the occasion.  The details of any gift or 
hospitality accepted should be declared in writing to the Governance Services Manager and 
placed on a corporate register.

For Members, their Code of Conduct makes it clear that all receipt of gifts and hospitality of 
a value in excess of £100 should be declared in writing to the Monitoring Officer within 28 
days of receipt and will be placed on a public register of gifts and hospitality that is publicly 
available. 

Public contracts and failure to prevent bribery 

Organisations that are convicted of failing to prevent bribery are not automatically barred 
from participating in tenders for public contracts. WHBC has the discretion to exclude 
organisations convicted of this offence and it is WHBC’s usual policy to exclude such 
organisations.

Your responsibility as a Member or Employee 

The prevention, detection and reporting of bribery and other forms of corruption are the 
responsibility of all those working for the organisation or under its control. All employees 
and members are required to avoid activity that breaches this policy. 

You must: 

• ensure that you read, understand and comply with this policy 
• raise concerns as soon as possible if you believe or suspect that a conflict with this 

policy has occurred, or may occur in the future. 

As well as the possibility of civil action and criminal prosecution, employees and members 
who breach this policy could face disciplinary action, which could result in dismissal for 
gross misconduct. 
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Raising a concern 

WHBC is committed to ensuring that all of us have a safe, reliable and confidential way of 
reporting any suspicious activity. We want each and every Employee/Member to know how 
they can raise concerns. 

We all have a responsibility to help detect, prevent and report instances of bribery. If you 
have a concern regarding a suspected instance of bribery or corruption, please speak up – 
your information and assistance will help. The sooner you act, the sooner it can be resolved. 

There are multiple channels to help you raise concerns. Please refer to the Whistleblowing 
Policy and determine your favoured course of action. Preferably the disclosure will be 
made and resolved internally (e.g. to your head of service/on line reporting/telephone 
hotline). Secondly, where internal disclosure proves inappropriate, concerns can be raised 
with the external auditor. Raising concerns in these ways may be more likely to be 
considered reasonable than making disclosures publicly (e.g. to the media). 

 Concerns can be anonymous.  In the event that an incident of bribery, corruption, or 
wrong-doing is reported, WHBC will act as soon as possible to evaluate the situation. 
WHBC has clearly defined procedures for investigating fraud, misconduct and non-
compliance issues and these will be followed in any investigation of this kind. This is 
easier and quicker if concerns raised are not anonymous. 

Employees/Members who refuse to accept or offer a bribe, or those who raise concerns or 
report wrong-doing can understandably be worried about the repercussions. 

WHBC aims to encourage an environment of openness and will support anyone who raises a 
genuine concern in good faith under this policy, even if they turn out to be mistaken. 

WHBC is committed to ensuring nobody suffers detrimental treatment through refusing to 
take part in bribery or corruption, or because of reporting a concern in good faith. 

If you have any questions about these procedures, please contact Ian Colyer, Principal 
Governance Officer Tel: 01707 357413 email:i.colyer@welhat.gov.uk or the 
Monitoring Officer Tel: 01707 357575 email:m.martinus@welhat.gov.uk

Other relevant policies can be found on the Council’s website at www.welhat.gov.uk

These include: Anti - Fraud and Anti - Corruption Policy 
http://www.welhat.gov.uk/CHttpHandler.ashx?id=689&p=0

Anti - Money Laundering Policy 
http://www.welhat.gov.uk/CHttpHandler.ashx?id=682&p=0

Whistleblowing Policy http://www.welhat.gov.uk/CHttpHandler.ashx?id=681&p=0

Gifts and Hospitality Policy
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